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What is Azure Active Directory?

A comprehensive identity and access 

management cloud solution.  

It combines directory services, advanced 

identity governance, application access 

management and a rich standards-based 

platform for developers.

Versions:

- Free

- Basic

- Premium



Azure AD as the control point

Active Directory



No Object Limit No Object Limit

No Limit

Advanced Security 

Reports

Premium

+ Basic 

Features

Group-based access management/provisioning Yes Yes

Self-Service Password Reset for cloud users Yes Yes

Company Branding (Logon Pages/Access Panel customization) Yes Yes

Application Proxy Yes Yes

SLA Yes Yes

Yes

Yes

Yes

Yes

https://azure.microsoft.com/en-au/pricing/details/active-directory/



I want to provide my employees secure 

and easy access to every application 

from any location and any device

I need my customers, partners, and users to 

access the apps they need from everywhere 

and collaborate seamlessly

I want to quickly deploy applications to 

devices, do more with less and automate 

Join/Move/Leave processes

[dev use case]
I want to protect access to my

resources from advanced threats

I need to comply with industry regulation 

and national data protection laws 
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Self-Service 
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Security 

Reporting

Access Reviews
HR App 

Integration

B2B 

collaboration

Azure AD

B2C

SSO to SaaS

Microsoft 

Authenticator  -

Password-less 

Access



Azure AD P1

Features



Password Write Back



Synchronized Identity with Writeback

Password hashes

User accounts

User
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Group Management



Azure Portal configuration

Admins can…
• Allow users to join existing 

groups, but not create

• Allow users to create their 
own groups

• Restrict feature availability to a 
specific group

• Report on group activity







Application Proxy
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https://app1-

contoso.msappproxy.net/

A connector that auto connects to the cloud service

http://app1



Advanced Reporting



Reports



Conditional Access





Connection Health





Enterprise State Roaming





Advanced Multi Factor



CLOUD-POWERED PROTECTION

Text 
messages

Phone 
calls

Mobile 
apps





MFA for Office 365/Azure 
Administrators

Azure Multi-Factor Authentication

Administrators can Enable/Enforce MFA to end-users Yes Yes

Use Mobile app (online and OTP) as second authentication factor Yes Yes

Use Phone call as second authentication factor Yes Yes

Use SMS as second authentication factor Yes Yes

Application passwords for non-browser clients (e.g. Outlook, Lync) Yes Yes

Default Microsoft greetings during authentication phone calls Yes Yes

Suspend MFA from known devices Yes Yes

Custom greetings during authentication phone calls Yes

Fraud alert Yes

MFA SDK Yes

Security Reports Yes 

MFA for on-premises applications/ MFA Server. Yes

One-Time Bypass Yes

Block/Unblock Users Yes

Customizable caller ID for authentication phone calls Yes

Event Confirmation Yes

Trusted IPs Yes



MFA and 
Passwordless



Reasons for Azure AD P1
• Office 365 Group naming policy - https://support.office.com/en-us/article/office-365-groups-naming-

policy-6ceca4d3-cad1-4532-9f0f-d469dfbbb552

• Office 365 Group Expiration Policy - https://support.office.com/en-us/article/Office-365-Group-Expiration-
Policy-8d253fe5-0e09-4b3c-8b5e-f48def064733

• Azure AD Password write back - https://docs.microsoft.com/en-us/azure/active-directory/connect/active-
directory-aadconnect-get-started-custom#optional-features

• Enterprise state roaming with Windows 10 - https://docs.microsoft.com/en-us/azure/active-
directory/active-directory-windows-enterprise-state-roaming-overview

• Conditional access in Azure AD - https://docs.microsoft.com/en-us/azure/active-directory/active-
directory-conditional-access-azure-portal

• Control access from unmanaged AD devices - https://support.office.com/en-us/article/Control-access-
from-unmanaged-devices-5ae550c4-bd20-4257-847b-5c20fb053622?ui=en-US&rs=en-US&ad=US

• Azure AD Connect Health - https://docs.microsoft.com/en-us/azure/active-directory/connect-
health/active-directory-aadconnect-health

• Cloud App Discovery - https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/cloud-app-
discovery

https://support.office.com/en-us/article/office-365-groups-naming-policy-6ceca4d3-cad1-4532-9f0f-d469dfbbb552
https://support.office.com/en-us/article/Office-365-Group-Expiration-Policy-8d253fe5-0e09-4b3c-8b5e-f48def064733
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-get-started-custom#optional-features
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-windows-enterprise-state-roaming-overview
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://support.office.com/en-us/article/Control-access-from-unmanaged-devices-5ae550c4-bd20-4257-847b-5c20fb053622?ui=en-US&rs=en-US&ad=US
https://docs.microsoft.com/en-us/azure/active-directory/connect-health/active-directory-aadconnect-health
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/cloud-app-discovery


Reasons for Azure AD P1
• MDM auto-enrollment - https://docs.microsoft.com/en-us/windows/client-management/mdm/azure-ad-and-

microsoft-intune-automatic-mdm-enrollment-in-the-new-portal

• Dynamic Group membership - https://docs.microsoft.com/en-us/azure/active-directory/active-directory-groups-
dynamic-membership-azure-portal

• https://docs.microsoft.com/en-us/azure/active-directory/active-directory-reporting-security-risky-sign-ins

• The risky sign-ins report in the Azure Active Directory premium editions provides you with:

• Aggregated information about the risk event types that have been detected

• An option to download the report

• Turn external sharing on or off for SharePoint Online - https://support.office.com/en-us/article/turn-external-sharing-
on-or-off-for-sharepoint-online-6288296a-b6b7-4ea4-b4ed-c297bf833e30

• Azure AD Premium Password Protection - https://cloudblogs.microsoft.com/enterprisemobility/2018/06/19/azure-ad-
password-protection-and-smart-lockout-are-now-in-public-preview/

• Multiple MFA tokens - Hardware OATH tokens in Azure MFA in the cloud now available -
https://techcommunity.microsoft.com/t5/Azure-Active-Directory-Identity/Hardware-OATH-tokens-in-Azure-MFA-in-
the-cloud-are-now-available/ba-p/276466

• SharePoint and OneDrive limited access - https://docs.microsoft.com/en-us/sharepoint/control-access-from-
unmanaged-devices?redirectSourcePath=%252farticle%252f5ae550c4-bd20-4257-847b-5c20fb053622

• Terms of use - https://docs.microsoft.com/en-us/azure/active-directory/governance/active-directory-tou

https://docs.microsoft.com/en-us/windows/client-management/mdm/azure-ad-and-microsoft-intune-automatic-mdm-enrollment-in-the-new-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-groups-dynamic-membership-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-reporting-security-risky-sign-ins
https://support.office.com/en-us/article/turn-external-sharing-on-or-off-for-sharepoint-online-6288296a-b6b7-4ea4-b4ed-c297bf833e30
https://cloudblogs.microsoft.com/enterprisemobility/2018/06/19/azure-ad-password-protection-and-smart-lockout-are-now-in-public-preview/
https://techcommunity.microsoft.com/t5/Azure-Active-Directory-Identity/Hardware-OATH-tokens-in-Azure-MFA-in-the-cloud-are-now-available/ba-p/276466
https://docs.microsoft.com/en-us/sharepoint/control-access-from-unmanaged-devices?redirectSourcePath=%252farticle%252f5ae550c4-bd20-4257-847b-5c20fb053622
https://docs.microsoft.com/en-us/azure/active-directory/governance/active-directory-tou


Azure AD P2

Features



Privileged Identity Management 
(PIM)



CLOUD-POWERED PROTECTION

How time-limited activation of privileged roles works

MFA is enforced during the activation process

Alerts inform administrators about out-of-band changes

Users need to activate their privileges to perform a task

Users will retain their privileges for a pre-
configured amount of time

Security admins can discover all privileged 
identities, view audit reports and review everyone 
who has is eligible to activate via access reviews

Audit

SECURITY 
ADMIN

Configure Privileged 

Identity Management

USER

PRIVILEGED IDENTITY MANAGEMENT

Identity

verification
Monitor

Access reports

MFA

ALERT

Read only

ADMIN PROFILES

Billing Admin

Global Admin

Service Admin



CLOUD-POWERED PROTECTION

Removes unneeded permanent 

admin role assignments

Limits the time a user has admin 

privileges

Ensures MFA validation prior to 

admin role activation

Reduces exposure 
to attacks 
targeting admins

Separates role administration 

from other tasks

Adds roles for read-only views 

of reports and history

Asks users to review and justify 

continued need for admin role

Simplifies 
delegation

Enables least privilege role 

assignments

Alerts on users who haven’t 

used their role assignments

Simplifies reporting on admin 

activity

Increases visibility 
and finer-grained 
control



Microsoft Advanced Threat Analytics 

brings the behavioral analytics concept 

to IT and the organization’s users.

An on-premises platform to identify advanced security attacks and insider 
threats before they cause damage

DETECT ATTACKS BEFORE THEY CAUSE DAMAGE

Behavioral 

Analytics

Detection of advanced 

attacks and security risks

Advanced Threat 

Detection



CLOUD-POWERED PROTECTION

A standalone Azure identity and access 

management service, also included in 

Azure Active Directory Premium

Prevents unauthorized access to both 

on-premises and cloud applications by 

providing an additional level of 

authentication

Trusted by thousands of enterprises 

to authenticate employee, customer, 

and partner access



Identity Protection



CLOUD-POWERED PROTECTION

Identity Protection at its best

Risk severity calculation

Remediation recommendations

Risk-based conditional access automatically 
protects against suspicious logins and 
compromised credentials

Gain insights from a consolidated view of 
machine learning based threat detection

Leaked 
credentials

Infected 
devices Configuration 

vulnerabilities Risk-based 

policies

MFA Challenge 
Risky Logins

Block attacks

Change bad 
credentials

Machine-Learning  Engine

Brute force 
attacks

Suspicious sign-
in activities 



CLOUD-POWERED PROTECTION

Use the power of Identity Protection in PowerBI, SIEM and other monitoring tools

Security/Monitoring/Reporting 
SolutionsNotifications

Data Extracts/Downloads

Reporting APIs

Apply Microsoft learnings to your 
existing security tools

Microsoft machine - learning engine

Leaked 
credentials

Infected 
devices Configuration 

vulnerabilities 
Brute force 

attacks
Suspicious sign-

in activities 











































Reasons for Azure AD P2
• Privileged Identity Management - https://docs.microsoft.com/en-us/azure/active-directory/active-

directory-privileged-identity-management-configure

• What is Azure AD Identity protection - https://docs.microsoft.com/en-us/azure/active-directory/identity-
protection/overview

• Azure AD Access reviews - https://docs.microsoft.com/en-us/azure/active-directory/active-directory-
azure-ad-controls-manage-user-access-with-access-reviews

• Customizing of sharing emails - Administrators will be able to brand the outgoing sharing emails to 
recipients with their company logo. Note, this functionality will require Azure Active Directory Premium 
P2.

https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-azure-ad-controls-manage-user-access-with-access-reviews

