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Cyberthreats — primer

Phishing Fraud in which an attacker masquerades as a reputable person. It's often easier to
trick someone than to hack in.

Ransomware Malicious encryption software that blocks access to systems and demands a sum
of money to unlock. An infected PC can spread the ransomware to other computers on your
network.

Fileless attacks use malicious scripts that hijack legitimate software and load malware into
memory, without saving to the file system. This makes the malware harder to detect.

Live off the land attacks use trusted software and system tools to carry out their work.
Examples are administrative shells, antivirus programs, RMM software, etc. This makes it
difficult to detect and/or determine who is behind the activity.



Why should SMB customers
care 1about security?

Perception

| am too small a business for hackers
to attack me...only large enterprises
need to worry about security...

Reality

"Someone was fooled by the email from the CEO and
used his Corp card to send the iTunes gift cards. We
lost about $5,000."

—Adam A., equipment rentals, 150 employees

“The only reason we caught it was that it was a 6-digit
sales order and our sales orders are 7 digits.”

— Joe B, food distribution, 250 employees

“They got someone’s password, and sent an email to
our CFO, who sent the $40,000 wire transfer.”

— Bob K., property management, 150 employees



Security is top of mind for
SMB CUStOI‘nerS Nearly one in four SMBs

state that they had a
security breachin the

last year?
Ransomware attacks in the past Over 70% of SMBs
— O year, with more than 50% think cyber threats
(o) are becoming

targeted at small businesses ' more of a business
risk?

SMBs would consider

hiringa new MSP if they
offered the right
cybersecurity solution?

Mission
Critical

m andosecu ecrefary Alejand a Ka o Ma B e
2. Microsoft commissioned research, April 2022, US SMBs 1-300 employees



https://abcnews.go.com/Politics/dhs-secretary-warns-ransomware-attacks-rise-targets-include/story?id=77512872
https://www.securitymagazine.com/blogs/14-security-blog/post/97694-why-small-businesses-are-vulnerable-to-cyberattacks?

Shared threat data
from partners,
researchers, and law

Microsoft has competitive advantage in Security‘

OneDrive

enforcement
Outlook 5B worldwide
‘ threats
: detected on
‘ devices every
“ month

470B - f
emails 6 5 T
analyzed threat signals ,
threat signals 200+
‘ global cloud consumer Botnet data from " ‘

and commercial Windows Microsoft Digital

services e Crimes Unit
Azure e

Microsoft
@ accounts
Enterprise security ‘ i

for 90% of ' 20B+ Bing
Fortune 500 web pages

d
1 SB+ Xbox Live >canne 7508
. monthly
Azure user authentications

accounts



artner.

Microsoft
Security—

a Leader in 5
Gartner Magic
Quadrant reports

*Gartner "“Magic Quadrant for Access Management,” by Henrique Teixeira, Abhyuday Data, Michael
Kelley, November 2021

*Gartner “Magic Quadrant for Cloud Access Security Brokers,” by Craig Lawson, Steve Riley, October
2020

*Gartner “Magic Quadrant for Enterprise Information Archiving,” by Michael Hoech, Jeff Vogel,
October 2020

*Gartner "Magic Quadrant for Endpoint Protection Platforms,” by Paul Webber, Rob Smith, Prateek
Bhajanka, Mark Harris, Peter Firstorook, May 2021

*Gartner “Magic Quadrant for Unified Endpoint Management,” by Dan Wilson, Chris Silva, Tom
Cipolla, August 2021

These graphics were published by Gartner, Inc. aspart of larger research documents and should be
evaluated in the context of the entire documents. The Gartner documents are avaiable upon request
from Microsoft. Gartner does notendorse any vendor; proaduct or service depicted in its research
publications, and does not advise technology users to select only those vendors with the highest
ratings or other designation. Gartner research publications consist of the opinions of Gartner’s
research organization and should not be construed as statements of fact. Gartner disdaims al
warranties, express orimplied, with respect to this research, including any warrantiesof
merchantability or fitness for a particular purpose. GARTNER is a registered trademark and service
mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally, and is used herein with
permission. All rights reserved.
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Continual innovation to increase your advantage against
bad aCtorS @ 2004 Endpointantimalware

2005 Email protection

Trends
Our world 2013 Multifactor authentication

2015 Cloud security

Hybrid work Information protection and governance
Cloud security

C;::;)nrzf;s Al & automation Machine learning (security-specific)
Alliances Ir!tegration 2019 Cloud native SIEM
G Insider threats XDR
loT security
21 [P 2020 Integrated SIEM and XDR)
Agentless 1oT/OT security monitoring
$ 5B Insider risk management

2021 Decentralized identity
Unified privileged access & cloud entitlement management

in the past 5 years

$20B

in the next 5 years 2022 Identity governance

2023 Threat intelligence platform
Attack surface management

R&D Investment . . .
Generative Al (security-specific)

> many more to come...



What is Microsoft 365 Business Premium?
A comprehensive security solution that is integrated with Office 365

v A 9

Defend against Protect Secure

cyberthreats business data your devices

All the capabilities of Microsoft 365 Business Standard, plus
advanced cybersecurity, data protection, and device management



Security built into Microsoft 365

Microsoft 365 includes built-in security protections
v Encryption of data at rest and in transit

Continuous data backup via replication to geo-redundant servers

v

v Robust spam and virus filtering
v "Red team / Blue team” exercises
v

Microsoft invests $4B per year on security

Protections are on by default; no action necessary




Check your Secure Score

The problem:

You want to improve your customer’s
security, but don't know where to start
The solution:

Check Microsoft Secure Score

What it is:

Microsoft Secure Score analyzes your
Microsoft 365 overall security and assigns a
score. Secure Score also recommends next
steps to considerin order to improve security.

How to access:
https://security.microsoft.com/securescore

Microsoft Secure Score

Overview Improvement actions  History  Metrics & trends

Microsoft Secure Score is a representation of your organization’s security posture, and your opportunity to improve it.

Applied filters:

Your secure score Include Actions to review Comparison

5] o o)
0, Regressed To address Planned Risk accepted Recently added Recently updated ~
Secure Score: 46% : ¥ e Yourscore

0 63 3 3 0 0

379/220 points achieved
Organizations like yours

Top improvement actions

Custom comparison

% __,——w"——’\_ Improvement action Score impact  Status Category

Turn on Microsoft Defender Application Guard managed mode =1.1% Device
5 o P
2SO P PP PP D Block credential stealing from the Windows local security authorit... +1.1% To address Device B
Manage comparisons
Breakdown points by: Category v Use advanced protection against ransomware =1.1% To address Device
Identity 63% Resources
Block execution of potentially obfuscated scripts =1.1% To address Device
Read about Secure Score cap:
Data No data to s . P PP . . - 5 :
. 0 datatoshow ok Office applications from injecting code into other processes  +1.1% o address Device w#  Learn about the improvement actio
your score.
Device 45%  Block executable content from email client and webmail <1.1% To address Device
I .
J"’ Do more with the Secure Scor
Apps 100% Encrypt all BitLocker-supported drives #1.1% To address Device Learn how to use the API to take yo
reporting even further,
Infrastructure No data to show Turn on PUA protection =1.1% Risk accepted Device
Block from creating child processes +1.1% To address Device
B Points achieved Opportunity

View all

Messages from Microsoft


https://security.microsoft.com/securescore

M365 Maps
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Microsoft 365
Licensing
By Aaron Dinnage

Microsoft 365 Enterprise, Business,
Education, Frontline, and Consumer

Office 365, Enterprise Mobility + Security,
Windows, Project, and Visio

m365maps.com
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Defender for
Business & Endpoint
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Microsoft Defender for Business

Elevate your security

Elevate your security with enterprise-grade endpoint protection specially built for businesses with up to 300 employees.

o = $7

Enterprise-grade Easy to use Cost-effective
protection Streamline onboarding with Endpointsecurity that keeps
Security for all your devices wizard-driven set up and you productive and works with
with next-gen protection, recommended security your IT without compromising
endpoint detection and policies activated out-of-the- budget.
response, and threat and box to qU|Ck|y secure devices.

vulnerability management.



How to purchase Microsoft Defender for Business

Microsoft 365 Business Premium
Comprehensive productivity and security solution

Per user license

Microsoft 365 Business Standard ($22.44)
Office apps and services, Teams

+

Microsoft Defender Business ™ Microsoft Defender for Business 1) As standalone SKU, up to 300 users
Enterprise-grade Entitlement for use on up to 5 devices

] ) Microsoft Defender for Office 365 Plan 1
endpoint security

Intune

Per user license Azure AD Premium Plan 1 2) Ir.lcluded as Part of Microsoft 365
Business Premium, up to 300 users

v Next generation protection Azure Information Protection Premium P1

v" Cross Platform support (iOS, Exchange Online Archiving
Android, Windows, MacOS) _
) ) Autopilot
v Endpoint Detection and Response
v Threat and Vulnerability Azure Virtual Desktop license

Management Windows 10/11 Business

v’ ...and more
Shared Computer Activation



Microsoft 365

Offerings for SMBs

Microsoft 365 Business Basic
Cloud Services

i Ba » B

Teams Exchange OneDrive SharePoint

$10.80 per user/month

Microsoft 365 Business Standard

Cloud Services

i Ga =

Teams Exchange OneDrive SharePoint

Desktop Apps
S @

Outlook Word Excel PowerPoint Publisher ~ Access

$22.44 per user/month

Price is subjectto change based onsubscriptiontermandis excluding GST

Note: Not all features/product logos shown.

Microsoft 365 Business Premium

Cloud Services

G5 Ga &

Teams Exchange OneDrive SharePoint

Desktop Apps
% NS S

Outlook Word Excel PowerPoint Publisher  Access

Comprehensive Security

= & 9 O

Intune  Azure Information Protection  Microsoft Defender  Microsoft Entra ID

$39.40 per user/month




Cost Savings With

Microsoft 365 Business Premium

Reduce operation costs

Reduction in the likelihood of a data breach
Cut spending on employee devices

Cut time deploying, managing new software
Cut endpoint configuration times

Cut help desk tickets and resolution time

Cut costs on travel and expenses

Improvement of end-user productivity

Reduce license costs

$150+ per

$39.40 per

user/month

Communication
e.g., Zoom, Webex

Collaboration
e.g., Slack, Google Meet /Hangouts

File Sharing

e.g., Box, Confluence

Endpoint Mgmt.
e.g., Workspace ONE, MaaS360

Email
e.g., Gmail, MDaemon

Storage
e.g., Box, Dropbox

Mobile Device Mgmt.

e.g., Mobile Iron, Airwatch

Identity & Access
e.g., Okta, Hennge

Labeling & Encrypt
e.g., SolarWinds, CoSoSys

Endpoint Protection
e.g., CrowdStrike, Fortinet

user/month

Microsoft
365 Business

Premium
$39.40

Savings of $100+ user/month




>

Threat & Vulnerability
Management

©

Microsoft Defender
for Business

Elevate your security

dh
h 2 4

Attack Surface Next Generation Endpoint Detection
Reduction Protection & Response
=) Simplified Onboarding

. and Administration IS B e B e

v

Auto Investigation
& Remediation



Threat & Vulnerability Management

A risk-based approach to mature your
vulnerability management program

/O Continuous real-time discovery
O o
73 Context-aware prioritization

ol Built-in end-to-end remediation process

i Microsoft Defender Security Center

Threat & Vulnerability Management dashboard

Organization expesure score WDATP configuration score Devices exposure

Exposure score Configuration Score: Severity distribution
677/127C

This 5o flec: 5500t ed o
- gt
W e
- Application 00
/ | os 200,
Metwork: 16
L ——
. . .
Accounts 2
61 —
& Security controls 20
— u W Medum W Lew [ Nodata
Top vulnerable software Active remediations
Remediation tasks
Comtoso Media Player 4 & ] ® =]
1
Ecll 9 o
Vulnerability in Java SE (AWT)
—
Show more Google V8 engine QUNebEngineCore
—

Microsoft Office 2013 RCE 350
-

Microsaft Edge memary cormiption



Attack Surface Reduction

Protect against risks by reducing
the surface area of attack

0, System hardening without disruption
/. Customization that fits your organization

©0 Visualize the impact and simply turn it on

111 Microsoft 365 security

Devices

Attack surface reduction rule detections Attack surface reduction rules

Possible malware or breach activity on your devices

86% devices use ASR rules to block

9- 1 k detectio n 5 Configuration for behaviorial rules from Windows Defender ATF that reduce the attack
2 unique files '
2 affected dEViceS M Block mode W Audit mode [ Off

Device settings by rule

& 9 9 W1 K B 2

Detections over time Block Office applications from injecting code inte other proce... Block Office
'
000
Block all Office applications from creating child processes Block Win32
,
w0 Block JavaScript ar VBScript from launching downloaded exec... Block execu!
.
=
Block executable content from email client and webmail Block execus
5 _ — —
T B NP ST R -] Use advanced protection against ransomware Block creder
& F F P F F P P — —
B fudited B Blocked Block process creations originating from PSExec and WMI com... Block untrus
: —
Block Office icati lication from ing child pr... Block Adobe
'
g W siock mode M Audit mode Off

View detections  Add exclusions View detections Manage configuration



Next Generation Protection

Helps block and tackle sophisticated
threats and malware

Q i Behavioral based real-time protection
5 Blocks file-based and fileless malware

©® Stops malicious activity from trusted and
untrusted applications

dh
A | 4

O Protection history

View the latest protection actions and recommendations from Windows Have ;
Security.

{1 Home Get h
Filtered by: Severe i
| J  Virus & threat protection 4 Filters ~~
Help i
R Account protection Fo
O Threat blocked Severe e
" Firewall & network protection 7/12/2019 2:46 AM
%
B3  App & browser control sGius Allwsd Chang
This threat or app is allowed and was not remediated. View
O Device security fmr
Threat detected: Behavior:Win32/Useninitinject.B oryo
% Device performance & health Alert level: Severe
Date: 7/12/2019 3:46 AM
Category: Suspicious Behavior
o Family options e s

Details: This program is dangerous and executes commands from an attacker.
earn more

Affected items:

behavior: pid:7588:50046673204718

Actions
O Threat blocked Severe
7272019 346 AM v
&F  Settings O Threat blocked Severe

&2 Type here to search



Endpoint Detection & Response

Detect and investigate advanced persistent
attacks

7o Behavioral-based detection

Q. : . .
.l Manual response actions for a device or file

Live response to gain access to devices

Incidents




Auto Investigation & Remediation

Automatically investigates alerts and helps to
remediate complex threats

Mimics the ideal steps analysts would take
A Tackles file or memory-based attacks

ol Scales security operations with 24x7 automated
responses

i Microsoft Defender Security Center

@ Investigations > @ Office ATP Alert - Suspicious file found based ...

@ Office ATP Alert - Suspicious file found based on an Office ATP alert
meestigation #86 is complete - Remediated




Simplified Onboarding and Administration 4

Wizard-driven onboarding and easy to use
management controls

Choose a method to onboard device

Choose the onboarding configuration package that matches your preferred
see Onboard and set up

Onboarding devices here seamlessly enrolls them in Azure Active Directory ¢
process applies to devices that are not yet enrolled. Make sure devices meet
onboard them. Learn more about the requirements

~ Onboard new devices in a few simple steps

Select an operating system

Windows 10

Recommended security policies activated
il v —
out-of-the-box

Microsoft Endpoint Manager

Local Script

If you're onboarding a few devices, you car Download onboarding package 10re

3]

Action-oriented dashboard help prioritize tasks

1 Download onboarding package

Group Policy




Delivering endpoint security across platforms

BE Windows 365

B Windows i
L | macOS iOS jb Azure Virtual Desktop

Endpoints Mobile device OS Virtual desktops



Product Comparison: Defender for Business brings
enterorise=arade capabilities to SMBs

Customer size < 300 seats > 300 seats

Microsoft I?efender for Microsoft Defender for .
Business . Microsoft Defender for
Endpoint Plan 1

i iliti i i i Endpoint Plan 2
Frdpoint copabilies BED ehdod wit M3gp (Includec with M365 E3 (IncIudeIZI with M365 E5)
post GA) y in preview)

Centralized management v v v
Simplified client configuration v

Threat and Vulnerability Management v v

Attack Surface Reduction v v v
Next-Gen Protection v v 4
Endpoint Detection and Response v? v
Automated Investigation and Response v? v
Threat Hunting and 6-months data retention v
Threat Analytics v? v

Cross platform support for Windows, MacOS, iOS, and Android v v v
Microsoft Threat Experts v
Partner APIs for exporting to SIEM v v v
Microsoft 365 Lighthouse for partners for viewing security incidents across customers V3

!Limited. 2 Optimized for SMB. 3 Additional capabilities planned
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Mastering Microsoft
Assessments
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THE SWISS CHEESE
CYBERSECURITY DEFENSE-IN-DEPTH NMODEL

RECOGNIZING THAT NO SINGLE INTERVENTION IS SUFFICIENT TO PREVENT HARM

EACH INTERVENTION (LAYER) HAS IMPERFECTIONS (HOLES).
mULTlpLE LHYEQS lmPQOVE SUCCE’SS ADAPTED FROM THE SWISS CHEESE RESPIRATORY VIRUS

PANDEMIC DEFENSE
IAN M. MACKAY VIROLOGYDOWNUNDER.COM




The Essential Eight Controls are segmented into 3 groups

. Regular

Backups

to maintain the availability
of critical data

Authentication

to protect against
unauthorized access

vulnerabilities

Multi-Factor . /\

Patch Operating Systems

Prevent Malware Delivery and Execution

Application Control

Control execution of unauthorized
software

2  Patch Applications

to remediate known security
vulnerabilities

3  Configure Microsoft Office Macros

to block untrusted macros

4 User Application Hardening
to protect against vulnerable

to remediate known security . functionality

Restrict Admin Privileges

to limit powerful access to systems

m" Microsoft




Evolving Role of MSPs: 2ASCEN

Managed Security Services

AutoSave v @z 5 2-M365 Simple Cybersecurity Assessment Tool CISv8v.1.1 - E.

Home Insert Formulas  Data  Review Automate

Page Layout

[y e KX
Paste.

E 7 7| e E | 2SSy [

%« J || AuditLogManagement
& 7

Microsoft 365 Simple Cybersecurity Assessment Tool for the SMB, based on CIS Controls v8 (Implementation Group 1)

Overall Risk Addressed (1G1)
By Alex Fields, TProMentor.com
Updated April 2023

Overall Risk Addressed: 0%

Overall Risk Accepted: 100%

» Step by step guidance on how to begin with services

* Practical guidance on expanding from IT managementto e T

11 nis. Devices  Identity service, and anforce allfuture enroliment using Canditional Acces

== 1 Inventory and Control of Enterprise Assets

i =

.
12 netwerk quarantined or the inventory is updated in a timely Devices  Respond Reauire Join a devies to Azure AD usi
2 manner. Access. Regularly prune stale devices from Azure AD.
N M jired g b
21 Apps  ldentty maincain a st of authorized software in Teams and consider an
2 ‘spproval workflow for new application requests
and are added i Review
2 Inventory and Control of Software Assets 22 e Apps  ldentiy i in fzure
inventory. Active Dirsctory, enabls Admin consent requests
removedorth

23

* Integration with security frameworks and key partner tools.

inventoryi updated in a timely manner. Apps. Thi

Establish and maintain a data mansgement process Address dats
21 ftivity, dat: Data  ldentiy
and disposal requiremants.

Establish and maintain a data inventory, based on tha entarprise’s.

maintain s data goverance policyin Teams.

32 43t3managementprocess. Inventory sensitive dats, staminimum.  Data  Identify
Review and update inventory snnully.
lizes bazzden 3 users nasd ok
33 Applydata scess control lists, alsoknown ss accesspermissions, o Data | Pratect
local 2nd remote file systems, databases, and applications. 2nd Sites reularly.

3 |Data Protection Retain dats according to the entarprizs’s dats managemant

34 process. Dataretention mustinclude both minimumandmasimum | Data  Protect
timelines,

Securely disposs of data 23 oullined intha entarprise’s date Tesue s

» Readve [EaIFIN Acsc-strategies | Values (C]

CglDispiay Settings

¢ a ™ a8 i o= - .

Reaty Calcuiate i Accessibilty: Investigate

L O Type hese to search

DICKER | BE Microsoft
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https://aka.ms/smbsecure

Microsoft 365 Partner Playbook

Microsoft 365 Partner Playbook: Practical Guidance across the partner journey

Understand business
opportunity

Sample C. e going

you and your customer Meet the experts

Partner opportunity

g Decks and docs

Build profitable
managed services

-
ARREHLN

Managed services best
practices from experts

Train your team Manage and deploy
solutions
Technical Sales GTM
IT Checklist
; u
.
’ =
Technical Training Customer

Conversation aids Deployment Guide

v
j Tools and templates

M365 Business Premium Partner Playbook

https://aka.ms/M365BPPlaybook

Practical Guidance for partners for building a profitable managed service practise with M365BP—including
managed services offers that meet today’s customer needs, technical and sales training and go to market
content. Builtin partnership with Industry and Microsoft experts. Companion tools and online training.



https://aka.ms/M365BPPlaybook

The Power of Microsoft Assessments 2ASCEND

Welcome to the Cyber Security
Assessment Tool (CSAT)

CSAT Components

=
Lo

Endpoints Questionnaire

DICKER

D A T A

B8 Microsoft



https://www.microsoft.com/en-us/solutionassessments/self-assessment

Security Assessment Types

CSAT Self Service Assessment CSAT QuickScan Assessment CSAT FullScan Assessment

Target Group SMB - Open to all customers SMB (30-300 Endpoints) Enterprise, Corporate and Top SMB (300+ Endpoints)

1. Lead Generation for full-service assessments.

2. Show customers they need a more detailed 1. Comprehensive cybersecurity assessment
assessment to identify all cybersecurity risks. 1. Do a quick check on the cybersecurity hygiene 2. Align Business and IT management
3. Based on a limited number of controls of the Zero 2. Propose improvement actions based on actual data 3. Help to decide on new security initiatives based on
Purpose of Assessment Trust Architecture 3. Quick report and few customizations facts
4. Limited datasets and concise report. Allow for first 4. Based on the CIS controls IG1 4. Deployment and implementation plan
improvement actions while sparking interest for a full 5. Based on the CIS controls IG 1-3
assessment
Outcomes of Positioning of Microsoft's Security solutions in M365  Upsell to Microsoft 365 Business Premium, Azure Upsell to Microsoft 365 E3+E5 and Sentinel, Azure
A ¢ and Azure. Customer will be interested in a migrations and increase of Azure Consumed Revenue by migrations and increase of Azure Consumed revenue by
ssessmen comprehensive assessment adding Azure Security adding Azure Security

Comprehensive Automated Endpoint Scan including Linux

Manual Endpoint Scan of Windows OS . : : machines and network devices
* Local Active Directory - E:z::l ﬁgﬁmﬁgdm'm Scan * Local Active Directory
*  Email DNS check S *  Email DNS check
. Limited datasets of Microsoft 365 environment A OSSIAER ardfontrant * Microsoft 365 environment
. Limited datasets from the Azure tenant ~ Linitad datasets Fosm tha Avfifa tatant * Comprehensive scan of the Azure tenant
* Questionnaire on basic security controls — no official . Chocked acal : ; : * SharePoint on-premises
Farework ecked against CIS IG1 (basic security hygiene controls) . Google Workspace and AWS included

Checked against the full CIS18 controls




Rapid Security Assessment | Estimated Timeline

Assessment Stages

Report
Assessment CSAT QuickScan Generation and Post-
Planning Delivery Assessment

Momination Nomination Pre-
submitted via approved, TC Deployment
MS website, assigned, and call discussing

Assessment
Follow-Up and

Assessment
Customer Customer G ted and Report Review
Deploys CSAT submits CSAT Snerated an Call with

Scan Wizards Questionnaire In_ternal Partner and
Review Call
Customer

Report

Migration
Planning with
Partner

validated Pre- process and
between Ops deployment tool
and Partner call scheduled requirements

3 Days 1-7 Days 3 Days 1-3 Days 1-3 Days 1-3 Days Variable

Total Estimated Time from

Nomination approval to
Report Delivery: 1-3 weeks

DICKER B® Microsoft

D A T A



Rapid Security Assessment

Objective: Provide
Microsoft partners and
customers with Rapid
Security Assessments that
can help drive data-
driven implementations

of security policies,
procedures, and tools
using built-in reports to
support migration

plans to improve security
based on CIS Controls and
the Zero Trust framework.

B8 Microsoft

CSAT Scan and Analysis

Scans an organization's endpoints via

CSAT QuickScan, as well various
additional data sources in a
customer’s on-premise and cloud
environments.

Collects and analyzes data from the
hybrid IT environment with a 4-6
hour scan to provide data-driven
recommendations.

Classification of security threats
identified during the scan based on
Microsoft's Zero Trust framework.

CSAT Questionnaire

» Collection of additional information

about the customer security-related
policies and procedures that cannot
be gathered from the CSAT scan.

Asks questions to evaluate
customer’s security-related policies,
process, procedures, identity and
data management, among others.

CSAT Report

The SMB Desk will provide a report
outlining key findings and high-level
recommendations in support of
improving the organization's
cybersecurity posture, including:

*  An organizational security
maturity score based on CIS
Controls v8

* Data-based recommendations
ranked by level of urgency and
probability of a security issue —
i.e. quick wins and longer term
actions.

* Identification of MS security
products associated with
recommendations to upsell
and/or deploy additional
licenses, products, and services.



The Power of Microsoft Assessments 2ASCEND

QESAT

The Cyber Security Assessment Tool is developed by a team of
seasoned security experts. It collects relevant data from:

= = o- IS
¥ =
LIE (X R® %) ®=
Endpoints Microsoft 365, Active Directory Questionnaire,
Google Workspace, Azure AD Interview
SharePoint and
Azure

DIEKER | 2% \jicrosoft

D A T A
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Compliance Manager
Manage your compliance from one place

@ Compliance Manager - Microso’ X =+~

C @ B ‘compliance.microsoft.com/compliancemanager?viewid=Assessments

Ongoing risk assessment
An intelligent score reflects your compliance

1 Microsoft Purview

posture against regulations or standards & tone Compliance Manager
¢ Compliance Manager
Overview  Improvement actions  Solutions ~ Assessments  Regulations  Alerts  Alert policies
@ Data dassification v
¥ Data connectors acy, and data protection standards, regulations, and laws.

ssessments help you implement da
ake tion to implement the controls included in the assessmer

Actionable insights

Recommended actions to improve your data e I
protection capabilities S oo e
& Tk T Update actions Silemsm
° ° go . Solutions Filters: ~Regulations: Amy »  Groups: Any Service: Any Updaiestaius: Any ~  Roletype: Any ~ 7 Filters
Simplified compliance 8 e . L

Streamlined workflow across teams and richly

Aus Essential 8 Level 1 Compliance ncomplete
d . | d f d P . P Content search
t t t t | Australian Information Security Registered... Pending update Incomplete 7% fault
e a I e re po r S O r a u I I n g p re pa ra I O n 1B Communication compliance
| NIST 800-53 rev.5 for Microsoft 365 Pending update Incomplete ault

f‘ﬂ Data loss prevention v

| ISO/IEC 27001:2013 for Microsoft 365 Pending update Incomplete

B eDiscovery v

B paw oo - I Data Protection Baseline Pending update Incomplete 54% &6 of 850 completed 685 0f 710 completed  Default
Compliance Manager is a dashboard that provides the Compliance Score and a summary of
your data protection and compliance stature as well as recommendations to improve data
protection and compliance. This is a recommendation, it is up to you to evaluate and validate ! \ J
the effectiveness of customer controls as per your regulatory environment. Recommendations
from Compliance Manager and Compliance Score should not be interpreted as a guarantee of
compliance.
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Microsoft 365
Lighthouse

AASCEND




Microsoft 365 Lighthouse overview

Helps Managed Service Providers to secure devices, data, and users for customers that have up to 2500
licensed users and 365 subscriptions

Al %

Customer Proactive risk Improved Standardize

management management security configuration
BEF Realize efficienciesin Secure and protect Benefit from
Monitor and manage customer management devices, data, and users deployment plans to
customers centrally to to support business across customer drive standardization,
easily identify gaps in scale and growth environments using upsell across customer
end-customer recommended best base, and reduce risk
configuration, target practices.

improvements, and
drive adoption.

Enable least privilege access in Microsoft 365 Lighthouse with Granular Delegated Administrative Privileges (GDAP)
now available for securing Lighthouse.



https://docs.microsoft.com/en-us/microsoft-365/lighthouse/m365-lighthouse-overview-of-permissions?view=o365-worldwide

Technical release of Granular
Delegated Admin Privileges
(GDAP) *

| ) Microsoft 365 Lighthouse

x‘+

&« > C (1 https://lighthouse.microsoft.com Guest

&

Delegated roles assigned to you by Consolidate
Messenger

Enable least privilege access

Learn more about delegated access roles

Right size permissions across your technicians to
the tasks they need to perform.

Delegated Access Permission (DAP) roles

Helpdesk Agent (Assigned to you)

Data Security

Granular Delegated Access Permission (GDAP) roles

Conditional Access Admini igned to you)

Address concerns about data security, reduce the
likelihood of security incidents, and help make
your ecosystem more secure.

Directory Writer (Assigned to you)
Global Reader (Assigned to you)

Intune Administrator (Assigned to you)

Full access to Intune, manages users and devices to associate policies, creates and
manages groups.

Time-bound access per customer at
workload level

Service Support Administrator (Assigned to you)

Teams Administrator (Assigned to you)

for your employees who are managing your

Restrict access per customer at the workload level |
customers'services and environments. |

Set up GDAP in Lighthouse: Set up roles to manage customer tenants Learn more about GDAP: Granular delegated admin privileges (GDAP) introduction


https://docs.microsoft.com/en-us/partner-center/gdap-introduction
https://docs.microsoft.com/en-us/microsoft-365/lighthouse/m365-lighthouse-set-up-roles?view=o365-worldwide

Standardize
configuration

Recommended settings

Baselines are Microsoft’s recommended
settings and policies optimized for small
and medium sized businesses.

Consistent deployment

Move beyond monitoring by deploying
consistent security standards across new
and existing customers using
Deployment plans.

Microsoft 365 Lighthouse

(Y Home

@ Tenants

R Users

= Devices

O Threat management
(1 Baselines

& Windows 365

@ Service health

% Audit logs

Home Baselines Default baseline

Default baseline

This baseline includes recommended security settings for devices and identities. It has been added to the deploymen

plans for all the tenants in the default tenant group. Select a step to view more information. Lez

Filters: Category: Any

Steps

Configure a device compliance policy for Win...
Require MFA for users

Require MFA for admins

Block legacy authentication

Configure Microsoft Defender Antivirus for ...
Set up device enroliment

Configure Microsoft Defender Firewall

Devices
dentit
dentity
dentity

Devices

Devices

Publisher
Microsoft
Management portal
Microsoft Endpoint Manager

Azure Activ

Irectory

Azure Active Directory

Microsoft Endpoint Manager

Azure Active Directory, Microsoft Endp

viicrosoft End

Added to
Default tenant group (21 tenants)

Iy

Q & Q@




i} M Default baseline - Microsoft 365 X | -+

< c o

Microsoft 365 Lighthouse

@ Home

@ Tenants

R Users

] Devices

O Threat management
(1T Baselines

@ Semvice health

https://lighthouse.microsoft.com/#blad

Home Baselines sefault baseline

Default baseline

This baseline includes recommended secun
tenants in the t tenant group. Select

Filters: Categ

Steps

Require MFA for admins

Require MFA for end-users

Block legacy authentication

Set up customer device enrollment
Set up Windows 10 antivirus policy

Require device compliance

ragovind@testtest1109... @
TEST_TEST_M092020VARLH (TES...

dentities. It has been added to the deployment plans for all the Publisher Added to
ation. Microsoft Default tenant group (4 tenants)

6 templates

Azure Active Directory

Azure Active Directory

Azure Active Directory, Microsoft Endpoint Manager
Microsoft Endpoint Manager

rosoft Endpoint Manager



Microsoft 365 Lighthouse

Gﬁ Home
@ Tenants

R Users

i Devices

O Threat management
[]]j Baselines

& Windows 365

@ Service health

E:?\ Audit logs

Home > Tenants > Consolidated Messenger

Consolidated Messenger

Overview Deployment Plan

— Export () Refresh

Deployment step

Configure a device compliance policy for Windows 10 and later
Require MFA for users

Require MFA for admins

Block legacy authentication

Configure Microsoft Defender Antivirus for Windows 10 and later
Set up device enrollment

Configure Microsoft Defender Firewall

Status
To address
@ Complete
To address
Complete
Complete
Manual Steps

Complete

Baseline

Default baseline

Default baseline

Default baseline

Default baseline

Default baseline

Default baseline

Default baseline

Category

Identity

Identity

Identity

Device

7 steps

M Search




Microsoft 365 Lighthouse Deployment Plan

Microsoft Azure P Search resources, services, and docs (G+/)

Home » Conditional Access

Baseline - Require MFA for Admins

Conditional Access policy

[0 Delete

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more

MName *

Baseline - Require MFA for Admins

Assignments

Users or workload identities (&)

Specific users included

Cloud apps or actions (@

All cloud apps

Conditions (O

1 condition selected

Access controls

Grant (@

1 control selected

Session (O

0 controls selected




=@ Microsoft

Managing your Customer Tenants



Microsoft 365 Lighthouse

GD Home
@ Tenants

R Users

] Devices
O Threat management

DIl Baselines
6/2 Service health

Q &

Welcome to Microsoft 365 Lighthouse

Get started Feedback

Welcome to Microsoft 365 Lighthouse, a new experience that makes it easier for you to deliver managed services at scale
to small and medium-sized customers. Learn more about Microsoft 365 Lighthouse

Before you get started, there are a few things you should do to get the full Lighthouse experience. Learn how to turn on
features in Microsoft 365 Lighthouse

Tenants: All

Microsoft Defender Antivirus threat landscape Microsoft Defender Antivirus protection Risky users

?

&

david@partnersectest.o...
TEST_TEST_SECURITY PARTNER T...

4 threats blocked across ... 0 devices need antivirus ... 3 users flagged for risk

Data reflects threats detected on Windows 10 devices Data reflects Windows 10 devices only
running Microsoft Defender Antivirus over the past 30 days.

. Mitigated . Resolved . Allowed

Tenant

. Not protected Protected
Contoso

Tenant Devices not protected

Contoso 0/4

View risky users

View all threats ’ ‘ View all active threats View full report

Risky users




Daily Security Health Check

Organize tiles to show

information most critical

. 5 i e 5 o &5 a Enrigue@testtest] 1092...
Microsoft 365 Lighth to yo u' fl rst = = qTLr.T_TrBEﬁD*T_:zoonARLH

ﬁ-ﬁ Home Home

C‘E Tenants

R Users

=l Devices

( Tenants: All

O Threat management Windows 365 Device compliance Security incidents

[0 Baselines
& Windows 365 3 Cloud PCs have failed provision... 18 of 110 devices are not compli... 1 active incidents detected amon...

& service health
I 0
W ot compliant M grace period Mot evaluated [l Compliant
Tenant Mot compliant
Fourth Coffee
Consolidated Messenger

Contoso

View Cloud PCs with failed provisioning View full report ‘ ‘ View devices View all incidents




Ten a nt Statu S Microsoft 365 Lighthouse

Home Tenants

ﬁ-ﬁ Home
@ Tenants
Gl o Tenants
£ Noviras
. Ineligible Active Without DAP Inactive
Status Description 8 7 0 1
Active Onboarding and data flow has started. > Export <@ Manage Tags
nactive Tenant is no IDnger active. Filters: Status: Any Delegated administrative privilege: Any Tags: Any
Name T Status Delegated administrative privilege Tags
n process Tenant discovered, but not fully onboarded.
AdventureWorks Cycles Active Yes
neligible, Delegated access Delegated Admin Privileges (DAP) setup is Allure Bays Corp ! @ neligible, Missing required license ~ Ves
required required. Blue Yonder Airlines @ Ineligible, Missing required license  Yes
o o . . . City Power & Light @ Ineligible, Missing required license  Yes
neligible, Missing reguired Tenant does not have reguired license.
|i|:E|" so Consolidated Messenger Active Yes & GOLD LEVEL I | IMPORTANT
Contoso Active Yes & SUPPORT
neligible, User count excesded Tenant has more users than allowed. .
Contoso . Inactive Yes
. Fourth Coffee Active Yes
neligible, Contract type Tenant does not have a contract.
FusionTomo Active Yes
Graphic Design Institute @ Ineligible, Missing required license  Yes

Parnell Aerospace : Active Yes £ SUPPORT &7 ONBOARDING




Tenant Tagging

Update the Home Screen
information to show only

tenants with the selected tag

Home

Tenants: & Gold Level -~

Back

L Filter by tag...

Tags
< 1 | Important
<h R Suppaort
" <D & Gold Level
< ¥ Silver Plus
< @ More cool stuff

<} & Onboarding

Home

Tenants: & Gold Level - b4

Risky users

2 users flagged for risk

Tenant Risky users

Consolidated Messenger

Wiew risky users

Device compliance

0 of 15 devices are not compliant

. Mot complisant . n grace period B tot evalusted . Compliant

Tenant Mot comipliant

Consolidated Messenger

View full report View devices



Filter Tenants by Tag e

Home Tenants

ﬁ:ﬁ Home
@ Tenants
I Tenants
fi=d Devices
Ineligible Active Without DAP Inactive
O Threat management 8 7 0 1
[T Baselines
© windows 365 = Export <2 Manage Tags

S service health
Filters: Status: Any Delegated administrative privilege: Any  ~~ Tags: Any

rivilege Tags
Filters: Status: Any Delegated administrative privilege: Any Tags: & Gold Level X
MName T Status Delegated administrative privilege Tags
@  Consolidated Messenger Active Yes Z GOLDLEVEL 1 1 IMPORTANT
= GOLD LEVEL I 1 IMPORTANT
Woodgrove Bank : Active Yes & GOLD LEVEL —

Fourth Coffee Active Yes

FusionTomo Active Yes

Graphic Design Institute @ Ineligible, Missing required license  Yes




Risky Users

Users

Temants Consolidated Messenger o

Microsoft 365 Lighthouse

Home Tenants Consolidated Messenger
ﬁﬁ Home

@Tenants L * U ’ : t Da »
8 users Consolidated Messenger

fie! Devices | | |
0 | 2 0 2
O Threat management Overview Deployment Plans

(D Baselines

& Windows 365

Tenant overview 3 >
2 service health ROV: | NSK state: Ay o SRS Ny " . as: Ay
Headquarters: Redmond, WA, United States

Industry: Name . & Yon
Website: http://getconsolidated.com ' Grat Strong

Customer domain: consolidatedmessenger001.onmicrosoft.com Mike Ros b stedmesrerge -
Total users: 9

Total devices: 15

AZUre AClvVe LIrectory rremum - -

Contacts
Azure Advanced Threat Protection -- --

Select a contact for more options
Intune 5 -44%

MName Title Phone Email
Microsoft Defender Advanced Threat Protection -- --

Bob Smith IT Wizard 555-328-4988 Copy

Office 365 Advanced Threat Protection -- --



Multifactor Authentication

Consolidated Messenger

Home Users

MFA enablement onditional Access polices Users not capable of MFA

Users
el i [ N« 3l nde r r for M# | I [ (
enficatio o
Tenants: Consolidated Messenger ~ X
Search users Risky Users Multifactor Authentication Password reset
I eateema use
(D Tenants without an Azure AD Premium License aren't reported here,
User eate email Jsername Methods registered
Tenants without recommended MFA enablement Users not capable of MFA
0 Carey Richard (| cnchard@consolidat
1 L}
0 tenants don't have MFA enabled 4 users aren't cap b Swoia —
through recommended methods tenant . A
na Anthony anthony @ conse
We recommend using Azure ADHC_G\ndltlonal access or security defaults to enable package_Sc6b66¢8-031... packsge_Oabfcdcd
Azure MFA. Learn more about MFA B Registered Mot registered

= Export () Refresh

Filter: MFA enablement: All  ~



Manage MFA Exclusions

Microsoft 365 Lighthouse ) & Enrique@testtest1 1092, S
TEST_TEST_11092020VARLH (TES...

o
ﬁ-ﬁ Home

@ renans i Edit exclusions
Q, users Require MFA for users

Exclusions are exceptions to policies. Select groups in the list below to define your

fid Devices ! i
policy exclusions.

O Threat management
(1 Baselines
& Windows 365

2 service health M et S Display name

‘ O Search for groups

All Users

Device Group 1

What does this deployment do?
Test group 1

Save exclusions (1)




reat Management

messenger(3

Device

Bl Run quick scan  [* Runfullscan (O Reboot device :3 Update antivirus

Microsoft 365 Lig

y Qverview Current threats Device action statuses
Home Threat management

{0 Home

@ Tenants
Q tsers Threat management

View device in Microsoft Endpoint Manager

Assigned to Tenant

-- Consolidated Messenger

Tenants: Gold Level ~ X
. A “»
Tenants: All Active threats Device action statuses
0 Mo actions pending
A Filter by tenant or tag.. View current threats View pending actions
Da . s only for de nning Windows 10 or later
Threat protection Real-time protection
Recent Overview Threats Antivirus protection Enabled Enabled
Updated 1/27/2022, 2:33:31 PM Updated 1/27/2022, 2:33:31 PM
1 % oy 1 % ]
'] % Gold Level Update policy Update policy
vith warnings threat p enabled Need antivirus Need fu Need (

- Quick scan Full scan

3 0 O On schedule On schedule

Updated 1/26/2022, 8:08:28 PM

<} Browse tags 6

' Browse tenants T
Export Refresh . pdate antivirus Run ful Run quick sca ce Antivirus updates
<3 Manage tags A Need updates
Filter Device state Antivirus updates; Need updates X Re: 1.355.1697.0
set:

Update antivirus

Threat protection Antivirus updates Real-time pr

A messenger02 Consoldated Messenger Enabled © Need updates Enabled

A messenger03 dated Messenger Clean Enabled © Need updates Enabled

A messenger04 dated Messenger Enabled @ Need updates Enabled

YT TS




Password Reset

Microsoft 365 Lighthouse

“—

£ Home Home Users
Reset password

@ Tenants 1 tenant, 1 user selected

R Users USEI‘S

f:.:ﬁ' Auto-generate password

ﬂ Devices O Let me create a password

Tenants: All
O Threat management Require these users to change their password when they first sign in

01 easelines

i Search users Risky Users Multifactor Authentication Password reset
5 Windows 365

@ Service health

Search for users across all tenants to reset passwords, block access, assign licenses, al

O chris sullivan

Display name UPN

e Chris Sullivan ChrisSulliv




Self-Service Password Reset

Microsoft 365 Lighthouse

Home Users

ﬁ'ﬁ Home

@ Tenants

Q users Users Consolidated Messenger

=l Devices SSPR tonant status

Tenants: All -~ onabl
O Threat management

[0 Baselines

) ~ Search users Risky Users Multifactor Authentication Password reset For terants with bybiid emvronments. tumn on passwoed wateback o syncheonae
< Windows 365 sstword changes in Azure AD 10 your o premaes Active Divectory Diectony
Tenant name T Total users Enabled users Enabled and registered users Last refreshed
nabled users who are not registered
AdventureWorks Cycles 5 T — 0 1/28/2022, 7:52:42 AM | o34 peopi | oan SEPR Bt have rot vt reaintered: Saisit Lsers 46 send 1
ire
Consolidated Messenger 9 5 — 4 1/28/2022, 2:48:30 AM )
[reset (S
Contoso 102 02— 49 1/28/2022, 6:11:38 AM
nabll ... ...
Fourth Coffee 9 4 —_— 2 1/28/2022, 5:01:33 AM to us
FusionTomo 4 2 — 1 V282022, 11025 AV User
Parnell Aerospace 3 - — 1 1/28/2022, 7:52:42 AM bsers [l
Graham Strong Graham @ T
Woodgrove Bank 6 1 f— 1] 1/28/2022, 6:11:39 AM N e
na AMBGYy wnthony@oorschidatedme
package_Schbb package_Oabfcdod- 146740
= Bxport O Refresh Patrick Powen seowenGooretiidasdmen

Filter: SSPR tenant status: Any




Service Health & Status

Check Microsoft 365 Service Health

Microsoft 365 Ligh

{n Home

(i3 Tenants

R Users

6] Devices

O Threat management
(D Baselines

& Windows 365

@ Service health

Service health

Some users' Exchange Online outgoing messages are
delayed or stuck in the Drafts or Sent Items folder after

Total incidents Total advisories Services with incidents .
sending

3 7 1

EX305387, Exchange Online, Last updated: January 24, 2022 11:28 AM
Start time: December 14, 2021 11:30 AM, End time: December 14, 2021 6:35 PM

All services  All issues Overview  Tenants affected

v Export 7items W Filter | SO Search

Tenant Status
AdventureWorks Cycles Restoring service
Exchange Online Consolidated Messenger Extended recovery
Sormee users’ Exchange Ondine oubgoing messs T shack wn Ehe Dvafis co Sent lerns Tolder affer send Contoso Restaring service
Fourth Coffee Extended recovery
FusionTomo Restoring service

Parnell Aerospace Extended recovery

Woodgrove Bank Extended recovery

Admins' web protection reports via the Microsoft Defender 365 portal den't include events from Microsoft Edge



https://docs.microsoft.com/en-us/microsoft-365/enterprise/view-service-health?view=o365-worldwide

Microsoft 365 Lighthouse with Defender for Business
and Microsoft Business Premium

View security incidents, alerts and devices from Defender for Business in the dashboard and get the detail
from the Incidents queue*. Additional security management capabilities are planned on the roadmap.

Welcome to Microsoft 365 Lighthouse

curity incidents

12 active threats detected 221 active incidents
on 7 devices amon g 123 » ) detected among 123

tenants 00000 tenants
Viewst ‘n..mﬁg

1,080 of 9,000 devices are

Image 1: Security incident summary on the Home dashboard Image 2: Incident queue highlighting security incidents and alert details



Microsoft 365 Lighthouse

Introducing the new Sales Advisor feature with Al-powered actionable insights and recommendations

The improved Microsoft 365 Lighthouse tool offers a solution that's transforming the way CSPs engage with their customers. With
advanced features to proactively manage SMB customer relationships on a larger scale, Lighthouse simplifies tenant management,
minimizes risks, and now delivers personalized recommendations with Al-driven insights from the new Sales Advisor (formerly Project
Orland) capability.

Help your customers maximize Sales Advisor helps deliver value at every stage of the customer journey

their Microsoft 365 investment
and deliver value consistently
through every stage of the @ = ... PRSP ..o AW .. O B
customer lifecycle with Microsoft
365 Lighthouse.

Acquire Retain

Increase customer acquisition by Sales Advisor gives timely alerts to Identify customers ready for their
utilizing trials and conversion prevent potential churn, allowing for digital transformation's next phase by
conversations to effectively sell direct engagement to improve analyzing their usage patterns and
Microsoft 365. customer satisfaction and retention. comparing them to similar customers

Additional resources for partners:

Onboard to Lighthouse

Unlock the full potential of cutting- * Microsoft 365 Lighthouse Partner page
edge customer management and » Overview of Microsoft 365 Lighthouse
engagement tools today! » Microsoft 365 Lighthouse Sales Advisor partner datasheet



https://learn.microsoft.com/en-us/microsoft-365/lighthouse/m365-lighthouse-sign-up?view=o365-worldwide
https://www.aka.ms/M365Lighthouse
https://learn.microsoft.com/en-us/microsoft-365/lighthouse/m365-lighthouse-overview?view=o365-worldwide
https://cloudpartners.transform.microsoft.com/partner-gtm/csp/m365-lighthouse

Get Started with Learn more at

. . https://aka.ms/M365Lighthouse

Microsoft 365 Lighthouse
Technical documentation available

Criteria https://aka.ms/M365LighthouseDocs
Managed Service Providers enrolled in the Cloud Solution
Provider (CSP) program Demo content
Established Granular Delegated Administration privileges sl S e S O B o
with customers https://aka.ms/M365Lighthouse-BestPracticeGuide

Customers must have at least one Microsoft 365, Office ) )
365, Exchange Online, Windows 365 Business, or Microsoft Microsoft 365 Lighthouse Help & Support

Defender for Business subscription.

Microsoft 365 Lighthouse Documentation

A customer tenant must not have more than 2500 licensed
users in total ) ighthouseonboard

Device Compliance and Threat management capabilities
require device enrolment with Microsoft Intune. . ighthousefeedback



https://aka.ms/M365Lighthouse
https://aka.ms/M365LighthouseDocs
https://aka.ms/M365Lighthouse-OverviewGuide
https://aka.ms/M365Lighthouse-BestPracticeGuide
https://docs.microsoft.com/en-us/microsoft-365/lighthouse/m365-lighthouse-get-help-and-support?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/lighthouse/m365-lighthouse-overview?view=o365-worldwide
https://aka.ms/m365lighthouseonboard
https://aka.ms/m365lighthousefeedback

|dentity security
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Best practice tips

Always use Security Defaults or Conditional Access for MFA
Do not enable MFA on a per user basis

Always exclude an admin account from MFA

Start with one target group of users

Ensure your users know what to expect

Test your policies with a test user before rolling out

» Consider Geo Blocking

> Use Passwordless or above

» Try Conditional Access Templates

» Use strong MFA for ANY privileged access



Enable SSPR in Azure-AD Entra ID
Enable Combined Security Information Registration in Entra ID

Create an emergency access admin account

Enable common conditional access policies
>  Block Legacy Authentication

Require MFA for admins

Recommended
tasks

Require MFA for all users
Secure security info registration

Block access by location (geo blocking)

YV V VY V

Require compliant devices




Self Service Password Reset

Enable Self Service Password Reset:

1. Sign into the Azure portal using an account with global
administrator permissions.

2.  Search for and select Azure Active Directory, then
choose Password reset from the menu on the left-hand side.

3. From the Properties page, under the option Self service password
reset enabled, choose All

4. Select Save.

To learn more, see Enable Azure Active Directory self-service password

reset - Microsoft Entra

A, Password reset - Properties - Mic X

+

Take-home demo instructions

& @ https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/Passw... Guest

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Contoso » Password reset - Properties

Password reset - Properties

ontoso - Az = Directo

4

# Diagnose and solve problems

Manage

‘% Properties

¥ Authentication methods
Registration

BN Notifications

M customization

Cn-premises integration
Activity

B Audit logs

fid Usage & insights
Troubleshooting + Support

& New support request

save X Discard

self service password reset enabled (@

-

\_

N sciccied RN,

Select group

£918953b-48dc-4a88-90a2-e707c92d4835

0 These settings only apply to end users in your crganization. Admins are always
enabled for self-service password reset and are required to use two authentication
methods to reset their password. Click here to learn more about administrator
password policies.



https://learn.microsoft.com/en-us/azure/active-directory/authentication/tutorial-enable-sspr
https://learn.microsoft.com/en-us/azure/active-directory/authentication/tutorial-enable-sspr

Securely access all apps using Single-Sign On
From cloud to on-premises apps

Single sign-on

Microsoft
Entra ID

Pre-integrated
Saa$S apps

Cloud-hosted
apps

On-premises
and legacy apps

DDDDD




Enable MFA to keep remote employees protected
Verify user identities to establish trust

Other methods to verify identity

@ Windows Hello FIDO2 security Push notification
r_-n : 2y
MICI’OSOft Microsoft

L d Entra ID Authenticator
User and Soft Hard SMS,
Iocation tokens OTP tokens OTP voice

(Legacy)

Multi-factor authentication prevents 99.9% of automated identity attacks.



Protect access for any user from anywhere
Apply consistent risk-based policies with Conditional Access

Signals Verify every Apps and data
access attempt securely connected

9,

Allow access

101010
@I ojolo
. ft Require MFA
Microso
Entra ID A ‘

Limit access

O

Application Real-time Block access
risk

User and

; Device
location
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Email Protection



The basics

)

Exchange Online Protection (EOP)
Blocks commodity spam and malware

Transport Rules
Block auto-forward
Add warnings

DNS records
MX, SPF, DKIM, & DMARC

Defender for Office 365 (Formally ATP)
Analyzes email & files for anything suspicious

EOP & Defender for 0365
Does not address endpoint or network security



Exchange Online Protection (EOP)
Blocks commodity spam and malware

Email Protection

Transport Rules
Block auto-forward

)

Add warnings




DNS records

The basics ® MX, SPF, DKIM, & DMARC




Defender for Office 365
Extends to Teams & SharePoint

The basics

Analyzes email & files for anything suspicious




Safe Attachments

Set policies to identify if email attachments are
malicious

Catch identified threats in corporate mail before
they reach the inbox

Extend protection to files in SharePoint Online,
OneDrive for Business, and Microsoft Teams

View ATP reports in the Office 365 Security and
Compliance Center dashboard

How it works: Email attachments are opened and
tested in a virtual environment. If malicious, the
attachment is blocked. Protection also applies to
attachments shared via SharePoint Online,
OneDrive or Teams.

Iy -
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Safe Links & URL Detonation

Prevent users from being compromised
by files linked to malicious URLs

Safe Links policy can allow users to bypass
warnings and enable tracing

How it works :Each time a user clicks on a
URL, the link is checked by ATP Safe Links
before redirecting to the website.

Hey,
Check out this slide dem » pert

Jason




Anti-phishing

Mitigation against spoofing attacks /
forged domains

ldentifies senders that fail
authentication

How it works:

An array of techniques, updated as threats evolve, help block
sophisticated impersonation attempts.

» Detection of forgery of the 'From: header’
« Understanding the history of the source’s email infrastructure

* Machine learningalgorithms that understand a user’s normal
patterns of contact with others

Emails may be blocked, sent to junk mail, quarantined, or have a
Safety Tips displayed

Examples:
Contoso.com instead of Contoso.com

meganb@conotos.com instead of meganb@contoso.com)



Bringing it all together:
Resources that can help



Practical security resources

Microsoft Secure Score
https://security.microsoft.com/securescore

Secure Remote Work Kit
Guide & Checklist

IT ProMentor CIS based Security Assessment tool
https://www.itpromentor.com/cis-controls-4m365

CIS Controls v8.1
https://cissecurity.org

NIST CSF
https://www.nist.gov/cyberframework/framework



https://www.microsoft.com/microsoft-365/partners/securing-remote-work-partner-kit
https://www.itpromentor.com/cis-controls-4m365
https://cissecurity.org/
https://www.nist.gov/cyberframework/framework
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