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NEW Cyber Security feature for IDIS NVRs

NEW FEATURE

A NEW feature has been added to the DR-65xx and DR-85xx IDIS Network Video Recorders from
firmware release v8.1.0 onwards to the NVR's initialisation screen regarding Remote Access -
refer below.
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Remote Access

& Do you want to ENABLE remote client (WAN) communication?
<< WARNING >>
If you select "No", then internal firewall rules will be activated and no WAN communication will be possible and no VMS

or Mobile app will be able to connect to this NVR.
To change this you will need to delete the firewall rules in the NVR setup - Network - Firewall section.

If you select "Yes", the WAN port will be enabled as normal.

No

To continue, you must select one of the 2 available options, YES or NO.

IMPORTANT NOTE:

Selecting YES - allows the WAN Port (Network Client) to communicate to all LAN and WAN
connections as normal.

Selecting NO - internal firewall rules will be activated as per screen shot below. The firewall rules
below block all incoming and some outgoing traffic of the WAN port.

General

6 ek ¥1 | REJECTINICMP TS-REQ @ eth0 | WAN ICMP REQ IBE

WAN w2 REJECT OUT ICMP TS-REP @ ethD | WAN ICMP REP N x

w3 REJECT IN PORT 1~65535 ALL @ eth0 | WAN ALL PORTS - x
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